FTC SAFEGUARDS:

A FREE GUIDE FROM XACT CYBERSECURITY AND I.T.



Welcome to Xact Cybersecurity & I.T.'s straightforward
and user-friendly guide on navigating the updated FTC
Safeguards Rule—now including the fresh amendments
as of November 2023.

Let’s “set sail” with a walkthrough of the nine essential
elements you need to know to stay compliant and
secure.
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YOUR
CYBERSECURITY
CAPTAIN

Think of your cybersecurity program
like a ship navigating through
digital waters—there are pirates
(hackers) and storms (breaches)
out there!

To steer safely, you need a captain.
This is your "Qualified Individual,”
who grabs the wheel, maps out the
course (the security program), and
keeps an eye on the horizon.
Whether they're part of your crew or
a seasoned sailor you hire, their job
is to keep your treasure (customer
data) safe.

With the latest amendment, your
captain’s qualifications just got
more specific—ensuring they truly
know how to navigate these waters.
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CHARTING THE
: RISK
ASSESSMENT

Just as a captain needs to know the
sea’'s dangers, your company must
regularly map the cybersecurity
risks.

These aren't just one-time charts;
they’re living maps that get
updated with every shift in the
digital seascape.

The new amendment insists that
these risk assessments are
documented in more detail,
showing you’re not just guessing—
you're tracking every potential
threat.
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SETTING UP
DEFENSES:

Imagine your ship has a shield. You'd
want to know if it works before the
pirate's attack, right?

This is what applying controls is about—
setting up defenses like encryption to
protect data, whether it's docked at your
servers or sailing through the internet.

The 2023 amendment puts a bigger
spotlight on these defenses, demanding
they're not just in place but also battle-
tested through yearly drills (penetration
tests).
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TESTING THE
WATERS:

CONTROLS

Even the best shields can have
weak spots. Regularly testing your
defenses (think of it as sending out
scouts) ensures that no hidden
vulnerabilities are lurking.

With the recent changes, you're
encouraged to not just test but also
actively watch the waters (through
continuous monitoring) to catch
any incoming threats.
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TRAINING THE
CREW: SECURITY
AWARENESS

A knowledgeable crew can be your
best defense. Training isn’t just
about drills; it's storytelling time
where you share tales of
cybersecurity battles won and lost,
equipping your team with the
wisdom to spot threats and react
swiftly.

Remember, an updated
amendment now means your
training logs need to be as detailed
as your ship’s logbook, ensuring
everyone stays sharp and ready.
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VETTING YOUR
ALLIES:
SERVICE
PROVIDERS

When you dock at a port or partner
with other ships, you need to know
they’re trustworthy. This is where
due diligence on service providers
comes in.

Contracts should be airtight,
promising they’ll guard your data
as closely as their own. With the
new amendment, the FTC is saying
it's not enough to shake hands and
hope; you need to verify your allies
are as committed to security as you
are.
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SAILING TOWARD

CONTINUOUS
CADENCE

The sea changes, and so do
cybersecurity threats. Establishing a
continuous improvement cadence is
like adjusting your sails to the wind—
always tweaking, refining, and
learning from the journey.

The 2023 amendment stresses that

this isn't a leisurely sail; it's a rigorous,
ongoing pursuit of excellence.
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READY FOR

INCIDENT
RESPONSE PLAN

If pirates board your ship, do you
have a plan? Documenting your
incident response is like having a
battle strategy in place—complete
with roles, signals, and escape
routes.

And with the latest FTC changes,
your strategy needs to be more
comprehensive than ever, ready to
be unfurled at a moment’s notice.

_Xact |1 Solutions



TO
THE ADMIRALTY:
ANNUAL
REPORTING

Once a year, your captain reports to
the admiralty (senior leadership)

on the ship's status, recounting
tales of near-misses, treasure
protection, and lessons learned.

The new amendment means these
aren't just stories; they're detailed
accounts with data, assessments,
and strategy improvements.
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CHARTING NEW
WATERS:
NAVIGATING THE
FTC'S

BEACON

As a seasoned captain in the vast
ocean of data, you've weathered
many storms with your sturdy ship,
safeguarding the precious cargo of
customer information.

But the seas are ever-changing,
and so are the lighthouses guiding
you through the regulatory waters.
In November of 2023, the FTC lit a
new beacon with an update that
added another crucial element to

your voyage.




SET SAIL WITH THE FTC
UPDATE AS OF
NOVEMBER 1, 2023

A New Signal to Follow

Just as a lighthouse provides
signals to ships for safe navigation,
the Federal Trade Commission has
shone a new light on the path to
compliance with an amendment to
the Safeguards Rule. This signal
comes in the form of a mandate for
non-banking financial ships like
yours to report certain security
breaches to the agency.
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Understanding the New
Bearing

Whenever a breach exposes the
personal information of 500 or more
consumers, your first course of
action, after steadying the ship, is
to signal the FTC within 30 days. It's
a race against the clock to ensure
the FTC and the affected

passengers—your customers—are
informed in due time.




Hoisting the Flags'of
Compliance

30-Day Flare: When a breach occurs, send
up a flare to the FTC within 30 days—your
signal that the breach has been spotted and
is being addressed.

Full Disclosure: Your signal must be clear
and informative, detailing the scope and
impact of the breach, much like a captain’'s
log that leaves no detail to ambiguity.

Constant Vigilance: Adjust your sails as you
journey—your Incident Response Plan should
evolve with each new directive from the FTC,
keeping your ship compliant with the most
current regulations.

Transparent Voyage: Echoing the sentiment
of Samuel Levine from the FTC, your travels in
the sea of consumer data must be marked
by transparency. If the trusty shields of data
protection falter, it is your duty to notify the
watchtower.




The Crew’s New
Responsibilities

This isn't just a change in course; it's an
expansion of your responsibilities. The crew—
your staff—must be drilled to handle this
scenario, just as they would a storm. They
must know how to quickly report to the
command—your leadership—and to the FTC
without delay.




GET YOUR
RISK ASSESSMENT
TODAY

COMPLY WITH THE FTC
SAFEGUARDS RULE

Regularly test and monitor
controls’ effectiveness

0 Continuous monitoring or annual
penetration testing

Vulnerability assessments every
six months
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